Mpunoxenue No2. Hudopmaunounas MamMaTKa A4 06yuaromuxes qag PasMemeus ya
OPHUBANLHBIX Hurepuer-pecypeax

Komnviomepume supycy

Komnuiotepuuii BHpyc - 310 PasHOBUAHOCTE KOMNBIOTEPHBIX nporpamm,
OTIHYHTENbHOM’ ocobeHHocTEIO KOTOpo#i  amnsercy cnocobHocty k Pa3MHOXeHHI0, B

fononuenue k 3romy, BHPYCEl MOTYT noBpemnts mm MONHOCTBIO yHHYTOMHTS Bee datin u
RAHHBIE, MOAKOHTPOMbHLIE MoJIb30BaTeMO, OT MMenu KOTOporo Gswna sanymena 3apaXk€HHay

Meroast samurs; or BPCAOHOCHBIX NMporpamm:

1. chonbayn CoBpeMennbIe OnepanHoHHkle CHCTeMbI, HMeromue CEPLEIHBIN ypopens
SAIHTEI OT BPEAOHOCHbIX nporpamm;

2. Tloctosuuo YCTanasnusait nayry (undposrie 3annarkH, KoTopkie aBTOMATHYeCKH
YCTAHABNUBAIOTCE ¢ yenpio nopabrku Iporpammer) u mpyrue OOHOBNEHHS CBOef

TBOEM Ne€pcoHansROM KOMI’INOTSPC;

4, Mcnonmyﬂ aHTHBHDYCHEle IporpaMMHBbie MPORYKTEI H3BECTHEHIX Npou3BOAKTENEH. ¢
ABTOMaTHYeCKIM 06HORMeHHeN 6a3;

5. Orpannus duanvecyup AOCTYN K KOMNbIOTEpY IR TIOCTOPOHHHX Nuiy;

6. Henonbayit sremuye HOCHTeH uHopMaiuy, Takye Kax dnemxka, auck wny Gaiin u3
HHTEpHETa, ToNbKo M3 npodepentbIX HeTounmKop:

7. He orxpesatt KOMnBioTepHbie dattny, MONyYeHHble U3 HemanEmHE HCTOYHUKOB,
Haxe rte thaitner, KOTOpble npucnan Teojt 3HaKoMbri. Jlyyie YTO4YHH y Hero



3. Ilpu HCNONB30BaHun Wi-Fj OTKIIOWH  bywkumio «O6umui ROCTYn K datinay y
[pHHTepam». [lannag bynxuns 3aKpbITa o YMOTYaHUIO, onHako HEKOTOphle
nons3oBareny AKTHBHDYIOT e& anx yno6erna HCTONIB30BaKHS B pabote uay yuebe;

4. He HCTONB3YR ny6nusnsitt WI-F] ANA mepenauM nuyHbX ABHHBIX, HAaNpUMep ang

5. Hnonway#t toapxo SALKWEHHOE CoeUHeHye 4epes HTTPS, a we HT TP, T.e. npy
nabope Beb-aupeca pooay HMEHHO «https://»;

6. B mobumbiiom Tenedone  orkmouy bysximo «lonkmovenne Wi-Fi

ABTOMAaTHYyeckuy. He nonycxat aBTOMaTH4YeCKOro NOAKIOYCH g YCTpo#cTBa K cetgy
Wi-Fi 6ea TBOErO Corjiacus,

Coyuanbnuie cemy

» MOXET GbITh Halizena u HCNoM:30BaHa Kem yrommo, g

K OZHOMY MecTy, a He Bo pee cpasy,

nexmponnpie Oenvey



NoNB30BaTeNs, 2 B HeaHOHHMHLIX HaeHTHOHKAUMKM nonbloBaTens ABnseTCs obs3arensHol,

Taxxe CIeayeT pasnuvary JICKTPORHLIC DHATHBIE AeHbry (paBHEI roCynapcTBeHHBIM
Bamoram) u JIEKTPOHHSBIE HeduaTHbIe ACHLIH (He paBHEI FOCYnapCTBeHHENM BamoTam),

OcHosHule cosets no Gesonacuoit paGore ¢ INCKTPOHHBEIMH JICHbraMy:
1. Tpusaxu x CHETY MOOHABHLI Tenedon. Fro CaMbii ynoGHpIN u GLICTpBIi croco
BOCCTAHOBHTL jlocTyn k cuery. lNpusssannni Tenedon nomoxer, ecnu 3abynews
CBOH naaresxusif 11apoJib unw 3afiews wa caiit ¢ HE3HAKOMOro ycTpoficTsa:

napons. Hagexiipie N1apony — 310 napony, KOTOpkIe comepkar ne mMenee § 3HAKOB Y
BKITIOYAIOT B cefg CTPOYHBIE M NponHcHbe ByxBul, UHGPBI M Heckonbko CHMBO/IOB,

TaKHe Kax 3Hak Aonnapa, pyura, BOCKNHUATeNLHEIY 3HaK ¥ T 1. Hanpuwmep, $tROng!;:
4. He BRoau cson myunge AANHEIE HA caRTaX, KOTOPBIM He JoBepsems,

nexmponnas nowma

SnexTpornag NIOYTa — 370 TexHoONOrUs npeaocrasnsemele eio YCAYIH [0 nepechuike
nojy4yexuio INCKTPOHHBIX coobmennui, KOTOphie pacnpenensiores p KOMIIBIOTEPHOH cery.
OGsr4no ICKTPOHHEIM NOYTOBLIN AUHK BBITIAAHT CIeaYOmuM oBpazom:

Hm_nonbaona'rena@mm_nomeua. Taxxe xpome Nepenavyw npocroro TCKCTa, HMeercy
BO3IMOXHOCTEL NMepesanarty dadtnn.

Ocrosubie cosers no Ge3onacuoii paGore ¢ NEKTPOHHOM NOYTOf:
1. Hano nei6pars NPaBHAbLHBIN NOYTOBLI cepsuc. B unteprere ecty, OrpomMHsIit BEIGOp

4, Buibepy CNOKHBIA uapons, [lny Kaxuoro nowrosoro sumxa AOJDKEeH ObITh caof
HANEXHBIR, yCTORUMBLIT K B3/IOMY napons;



Kubepbynnunz yuny Gupmyanskoe uzdesamensemeo

KubepGynmuur — npecienosanue coobmennamy, conepxanmu ockop6nenus,

arpeccio, 3anyrusanue; XYJTHraHCTBO; coumansHoe BoltkoTHposanue ¢ TOMOWIBLIO pa3nuuyLx
HHTepHeT-cepBHCOB,

Ocuosnele cosets 1o Sopsbe ¢ kubepSynmunron:

l. He 6pocaiicy s Goit. Jlywui Cnocob: nocoBerosatses kax cebs BecTH H, ecny per
TOrO, K KOMy MOM3HO o6pariTics, To BHavane yenokoutscs. Ecmu 1wy HayHeins,
OTBEYaTh ockopbneHuaMH Ha OckopOnenns, To Tonsko eme Gonswe pazosokeyss

2. Vrpasnsit croe#t xu6eppenyrauueﬂ;
3. AHOHHMHOCT, B CETH MHHMag. Cywmecrsyior cnocofur BBLICHHTB, KTO cTOMT 1a
AHOHUMHbIM aKKayHTOM:

4. He crout pecty XYIUTaHCKHH 06pa3 BHPTYaIbHOM u3my. WUnreprer $uxcupyer see
TBOM NeHCTBUA 1 COXpaunser ux. Y namuts ux Oyner xpatine 3aTPYAHHTEMLHO:

anpecos;
8. Ecnin 1y CBUAETEN,  kubepGynnunra. Tsou neftcrsug: BRICTYNHTE  nportyup
Mpecnenosarens, mokasars €MY, HTO ero pedcrBus OLEHHBAIOTCH HETaTHEHO,

nomnepKats xepray, KOTOpo#t HykHa ficHxonoriyeckas nomoms, coobuturs
B3pocasm o pakre arpeccunoro TNOBEACHHS B ceTy,

Mobunvusi menegon

Cospemennzie CMapPTPOHBI M nuamers CoAepkatr B cefe Bmome B3pOCIELf}
bynknuonan, y TeNeps OHM Moryr KOHKYpHpOBaTL co CTalMOHAaPHbIMK KOMIbIOTepamy,
Ouxmnaxo, cpepcrs 3alATEl AN 10106HE YCTPOHCTB noka ovens majo, Tectupopanue TMOKCK

YAIBUMOCTEH B mux NPOMCXOUHT He Tak HHTEHCHBHO, KaK ang TK, 10 xe camoe Kacaercs y
MOOHIBHEIX [IDHITOXeHRiS,

Haneko me pee IPOH3BOAKTEIN BBINYCKAIOT o0HOBNEHMS, 3aKpeIBaronme KPHTHYecKkue
YAIBMUMOCTH 11 cROMX ye1poiicts,
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5. He sarpyxaft npHIOXEHHS OT HEHIBECTHOTO HCTOMHMKA, BE/lb OHH MOTYT COACPXKATS
BPEOOHOCHOE NMporpaMMHoe obecneyenue;

6. Iocae Toro xax THl BhfiZEWS ¢ calita, rae BBOZMA NHUHYI0 MHGOPMALHIO, 3aHAN B
HacTpoiixu Gpaysepa u yaanu cookies;

7. Tlepromuuecku npoBepsit KaKue MIaTHbIE YCIYTH AKTHBKPOBAHE! HA TBOEM HOMepe,

8. [lasait cBoH HOMep MOGHIBHOTO TenedoHa TOMBKO MOAAM, KOTOPHIX THI 3HACWIB
KOMY NOBEpRCLb;

9. Bluetooth momker ObiTh BRIKITIOYEH, KOrAa Thl MM He moab3yewscs. He 3aBpisai
MHOTZIa NPOBEPATE 3TO.

Online uzpwi

Cospemeninble OHNaliH-Urpbl — 3TO KPACOYHblE, 3aXBATHIBAIONIHE DA3BNIEYEHHS,
00BeAMHAIOUIHE COTHH THICAY YENOBEK MO BCeMY MHPY. IrpOKH MCCNEAYIOT NAHHBIA MM MHP,
OBLWAIOTCA APYT € APYTOM, BHIMOHAIOT 3A4AHMS, CPAXKAIOTCA ¢ MOHCTPAMH M MOMYHAIOT OMLIT.

3a ynosonhCTBME OHM ILMATAT: NOKYNAIOT JMCK, OMIAYMBAIOT aGOHEMEHT A npuoGperaior
KaKie-TO ONLHH,

Bee atr cpenacTsa mayT HMa nomnepxanHe W pasBHTHE MIrpEl, a Taxke Ha camy
0e30MacHOCTb: COBEPIICHCTBYIOTCA CHCTEMB! ABTOPWIAINM, BBITYCKAIOTCA HOBBIE MATWH
(uncppoBEIe 3anIaTKH JUTA IPOrPaMM), 3AKPHIBAIOTCH YRIBUMOCTH CEPBEPOB.

B nonoGubix Hrpax CTOMT OnacaThes He CTONLKO CBOMX COTIEPHMKOB, CKOMBKO KpaXu
TBOEr0 NAaposif, Ha KOTOPOM OCHOBAHA CHCTEMa aBTOPH3ALMH GOMbLUIMACTBA HIP.

OcHoBHBIE COBETHI N0 6€30MACHOCTH TBOSIO HIPOBOTO AKKAYHTA:

1. Ecnu apyro#t urpok sezner cebs nnoxo wan cosgaer tebe HEeNpHUATHOCTH, 3abnokupy#
€ro0 B CMUCKE HIPOKOB;

2. Toxanyfica AIMHHKCTPATOPAM MIPLI HA TMAOXOE MOBEUEHHE 3TORO HIPOKa,
KENATENBHO NPHIOKUTD KAKHE-TO IOKA3ATENLCTBA B BHAE CKPUHOB;

He yxasisai nuunyio undopmaumio s npodatine urpsr;

Ysaxali ApyrinX y4acTHHKOB N0 UIpe;

He ycranabnugaii Heopuumanshble naryu 4 MoasL;

Hcnonsayi cnoxusie v pasHble napou;

flaxe BO BpEeMA HIpbl HE CTOMT OTKMKOYATH AHTHBHpYC. Iloka Tei urpaews, Tsof
KOMMBLIOTEP MOTYT 3apa3HTh. "

N s W

Prwtunz WU KpaxNca AUNKLIX QanHbIX

O6uryHOH Xpakel IeHer W NOKYMEHTOB Ceroaus YK€ HHKOrO He YAHBHINB, HO C
PA3IBHTHEM  HHTEDHET-TCXHONOTHA  3MOYMBILJCHHHKH MEpPEMECTHMNCh B HHTEpHET,

H
NIPOAO/DKAIOT 3aHMMATLCH WHHOOHMBIMY 1EOM.

Tak noseunacey HOBax yrposa: HHTepPHET-MOIICHHHYECTBa HITH ¢HIIIHHI‘, rnaBHas uenb
KOTOPOro COCTOMT B MONYYEHHH KO!!¢MCHHHMBHNX AQHHBIX MNONbL30BaTeNled — NOrHHOB U

naponeii. Ha anrmuitckom s3sixe phishing untaercs xax Guumnr (or fishing — pubuag nosns,
password — napons).

Ocuosusie copetsl 1o Gopsbe ¢ (HwMHrOM:

. Cnenu 3a csowm akxaywtoM. Ecmm Tl NMOAO3peBaelllb, YTO TBOS aHKeTa Obula

BIlOMaHa, TO Heobxoaumo 3a6nokuposaTh ee W COOGLUTE AIMHHHUCTPATOpaM
pecypca o6 3TOM Kak MOXHO cKopee;



2 l/lcnonbsyﬁ Gezonachsie BeO-caiithl, B TOM HHCNIE, HHTepHET-Mara3uHos i
NOMCKOBEIX CHCTEM;
3. Hcnomssyhi crnowusie pasiuie naponu. Takum o6pasom, ecnu Te6s BIIOMAIOT, TO

3MOYMBIULICHHHKY 1I0/ly9aT JOCTYN TONBKO K OLHOMY TBOEMY NpodumO B ceh, a He
KO BCeM;

LIO4H CoXpaHernne napons s Gpaysepe;
He orxpuisaii dadinn n apyrue BAOKEHHA B NHCBMax gaxe ecnH ouu NpUWIH or
TBOHX npy3edi. Jlyyie yroynu Y HHX, OTNPaBNAAH 14 OHH Tebe 311 dbadinm.

N

L{ugpposas penymayus

Lindposas penyrauus - yro HETaTHBHAY MUIM II03HTHBHAS HHDOPMALHS B CeTH o TeGe.
Komnpomerupyiomas HHDOPMALKA pasvelenHas g HHTCDHETE MOXET cepnelnsv o6pazom

OTPasHTBCH HA TBOEH peaNbHOM KM3HM. «Lludposas penyraimay - 3TO TBOH MMHMNK, KOTOpDBI#
dhopmupyercs ua HHQOpPMaunk o Tebe B HHTEpHeTe,

Tsoe MecTo xurenscrsa, yuebni, Toe unanconoe nonoxexue, ocobennocTy XapakTepa
# paCCKasbl 0 6MH3KKX — Bee ITO HakanMBaeTes b ceTH.

Muorue noapocriu JIETKOMBICNIEHHO OTHOCATCA K nySnukaumn nuuroH HHOpMauuy B
Huteprere, e nonumas BO3IMOXHBIX mocnencrsuit. Thl nae me CMOXEIIb NOranaThcs 0 ToM,
470 otorpapus, pasmewennay 5 JIET Ha3an, cTana NPUYHHOK OTKa3a MPHHATH Te6a Ha pabory.

KommenTapuu, PasMelUEHHC TBOMX boTorpaduit u ApyrHe NeHCTBHA Moryr we
HCHEIHYTL naxe nocre Toro, kax Thr Hx yranuwe. Tel He 3naems, xro COXpaHun sty
HHdopmaumIo, nonana 1m ona B 1IOMCKOBBIC CHCTEMBI H COXpPaHHNACh Ny OHa, a rnaBsHoOe: y1o
noaymaroT o tebe okpyxaiomee MOAH, KOTOpbIC HAHAYT M YBUAST 370, Halitu undopmanmo
MHOro JIeT cnyets cMmomer moGoji — Kax u3 noGpex nobywumenu#t, Tax u C HamepeHHeM
NPHYHHETS Bpen. D10 MOXeT 6biTh KTO YTONHO.

Ocnosutie coserst no 3awHTe UHPPOBOT penyTauuy:
1. Monywmaii, npexae vem H4T0-TO nyGnukoBars W nepepapars y ceba B 6nore umm s
CounanuHom cern;

2. B nacrpotikax npoduns ycranosn OTPaHHYEHHA HAa MPOCMOTP TBOEro npoduns u ero
COACPXHMOrO, caenait ero Tombko €I ApYy3ciin;

3. He pasmewait u ye yxasemai uHpopMaumo, KOTOpas MOXeT Koro-nuto ockopbnaTs

Aemopcxoe npago

Cospemennge IOKONBHHKK—  AKTHBHBIE foik3oBarens  uMdposoro MPOCTpaHCTRa.
Onnako paneko ne nee 3HAIOT, YI0 110/1L30BaHHE MHOMUMY BOIMOXHOCTAME UMb posoro MHpa
TpebyeT cobnronenus Npas Ha HHTELNEKTYanbHYIO CoOCTBEHHOCTD.

Tepmun “HHTC/LICKTYanbHas COBCTBEHHOCTE) OTHOCHTCA K palnmu4HbM TBOPEHHAM
H4€/I0BEYECKOro yma, Hauunag ¢ HOBEIX u300perennit u 3nakos, o6o3nayaiommx cobereennocTs

Ha NpOnYKTHI u yenyrm |, JaKaH“MBan  Kuuramn, dotorpapusmy, KHHOQHALMaMK ¢
MY3BIKQIbHBIMH POUIBENE MY,



JerannHule ¢ 6ecnna‘mblc Nporpasmmsei, KOTOpble MOMKHO HaliTH B CETH.

O nopmane

Cerernuox.pd - Tpoii TNaBHLIA COBETUHK B cetn. 3pech Ti MOXEWb y3HaTh o
GesonacuocTH B cery TOHATHBIM M JOCTYMHEIM R3BIKOM, a TPH BO3HHKHOBEHHH KPHTHYeCKol




